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ABSTRACT

ARTICLE INFO

Deepfake technology has grown fast in recent years. It started as a simple experiment but is now
widely used to create veryrealistic fake images, sounds, and videos. This development emerged from
advanced Artificial Intelligence (Al) methods, including generative adversarial networks (GANs),
autoencoders, and diffusion models. This paperexamines how deepfakes are made, the tools behind
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them, and different ways people use them, both for good and bad. Ninety-five papers in all were

gathered from various sources. After carefully reviewing each publication, it was found that some
shared similar objectives and methods. As a result, the most pertinent papers were chosen for
adoption and review. This article examines the challenges of detecting deepfakes using Al tools,
including CNNs, time-based models, attention mechanisms, and multimodal models. The paper
points out real problems with these detection systems, such as biased data, difficulty handling new
kinds of deepfakes, and attacks that try to fool the detectors. In the end, it emphasises that fixing the
deepfake problemis not just a technological issue. It also needs laws, better rules, and more public

understanding.
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Introduction

The term "deepfakes," a combination of "deep
learning" and "fake," refers to a class of artificial
intelligence (Al) and machine learning (ML) algorithms
used to produce remarkably realistic-looking fake
audio, video, orimage content. The rapid development
of deepfake technology has sparked serious concerns
across a number of domains, including politics, media,
ethics, and law [1].

When a Reddit user produced a deepfake movie
featuring celebrities' faces placed on the bodies of
adultfilm actressesin2017,the idea of deepfakes was
born. Since then, technology has advanced rapidly,
leading to the development of complex tools and
algorithms that make it easier to produce highly
realistic deepfakes. With potential repercussions
including identity theft and impersonation,
misinformation and disinformation, and national
security, deepfakes represent a serious danger to
media legitimacy and trust.
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At first, people mostly used it for fun or research.
But now, because computers and Al tools have gotten
stronger, it has become much easier for anyone to
make fake media that looks very real. This has caused
a lot of concern. Deepfakes can trick people because
they seem real and can even fool normal checks or
security systems. There have been cases in which
scammers used fake voices to impersonate company
bosses and steal large sums of money [1]. Deepfakes
can also be used in harmful ways. For example, they
can spread false political news, create explicit videos
without permission, or make people doubt what they
see online [2].

As deepfake technology gets better, it becomes
harder to spot and stop fake media. Older methods for
detecting fake content don’t work as well against new
Al-generated videos and images. Although there have
been efforts to develop Al-based detection systems,
most are limited by dataset biases, hallucination,
generalizability issues, or a lack of cross-modal
robustness [3]. Furthermore, the legal and ethical
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frameworks for governing deepfakes remain
underdeveloped in many jurisdictions, compounding
the risks they pose.

This review work seeks to:
i Clarify the concept and evolution of deepfakes
across image, audio, and video domains.
ii. Examine the underlying technologies and
models used in deepfake generation.

iil. Explore the legitimate and malicious
applications of deepfakes in real-world
scenarios.

iv. Analyse Al-based detection techniques and
their performance.

V. Discuss challenges, limitations, and potential
directions for future research and policy.

In line with these objectives, the following research
questions guide this review:

i How have deepfake technologies evolved
across image, audio, and video domains
between 2020 and 20257

ii. What are the technical foundations and tools
driving deepfake generation?
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iii. In what ways are deepfakes being applied for
both constructive and malicious purposes?

iv. What Al-based techniques are currently being
used for detecting deepfakes, and how reliable
are they?

V. What challenges remain in the detection and
forensic analysis of deepfakes, and what
future directions can be taken to address them?

Methodology

Undoubtedly, this is a literature survey-based article.
The methodology adopted is a comprehensive content
analysis of relevant and related papers.

Initially, a total of ninety-five articles were
obtained from different sources. After a thorough
review of all the papers, it was observed that there was
some overlap in content, with the aims and
methodologies sharing common features.
Consequently, a decision was made to adopt the most
relevant papers. The statistics for the papers, as
obtained from various sources, are given in Table 1.
The 76 publications selected during the search period
are shown in Table 1.

Table 1: Distribution of the study's publications based on databases checked following screening

S/N Database URL Count % Count
1 IEEE Xplorer https://ieeexplore.ieee.org 12 15.78%
2 Springer https://link.springer.com 7 9.21%
3 Elsevier (ScienceDirect) https://sciencedirect.com 10 13.15%
4 MDPI https://mdpi.com 8 10.52%
5 SSRN-JETIR https://www.ssrn.com 6 7.89%
6 Taylor&Francis https://www.taylorandfrancis.com 4 5.26%
7 Others 29 38.16%

Strategy for searching and the keywords used

Seven scientific databases—MDPI, IEEE,
ScienceDirect (Elsevier), Springer, Taylor & Francis,
SSRN-JETIR, and Wiley Online Library — were
searched. To ensure this review was more thorough,
comprehensive, and detailed, an effort was made to
scan the reference lists of the publications. Only
English-language articles released between the year
2015 and 2025 were included in the search [4]. The
prominent keywords used in searching are Deepfakes,
Digital Media, Forensics, Al-based Detection,
Multimodal Forensics, Synthetic Media and deep
learning for Deepfakes.

Concepts and evolution of deepfake technology
The evolution of deepfake technology reflects the
convergence of multiple innovations in machine
learning, digital media processing, and data
availability. In the past decade, the ability to generate
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synthetic content that closely mimics human
behaviour and appearance has progressed from
rudimentary image-blending techniques to
sophisticated multimodal systems capable of
producing hyper-realistic faces, voices, and gestures
[5].

At the heart of deepfakes is a concept known as
generative modelling. This kind of technology works by
training Al systems on large amounts of real examples,
so they learn what things usually look or sound like. As
pointed out in Wood et al., the aim isn’t just to copy
something that already exists; it’s to make new stuff
that seems so real, most people wouldn’t know it is
fake [6].

Most deepfake technologies rely on advanced
deep learning architectures such as Generative
Adversarial Networks (GANS), Variational
Autoencoders (VAEs), and, more recently, Diffusion
Models [7]. GANs are especially popular because they
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use a two-part system, a generator that creates fake
content and a discriminator that judges how real it
looks, to fine-tune the realism of the results. Many
authors have argued that this back-and-forth setup
helps the system improve over time, enabling it to
produce realistic faces, voices, and even full-motion
videos.

When it comes to swapping faces or generating
facial images, many systems turn to autoencoder-
based models. These are good at breaking down a face
into simpler components, then reconstructing it while
keeping the original structure and textures intact.
Meanwhile, newer technologies such as Transformers
and Diffusion Models are beginning to replace GANs,
especially for high-resolution results.

Deepfakes aren’tjustan issue in entertainmentor
online content. They also pose serious concerns in
areas like digital forensics. Because they can look so
real, deepfakes make it harderto trusttraditionalsigns
of authenticity, things like camera metadata or subtle
flaws in audio. As Mourad [8] points out, this growing
realism puts pressure on experts to develop better
detection methods and clearer ethical standards to
help navigate this new digital landscape.

Differentiating deepfakes from traditional media
manipulation

The manipulation of digital media predates the
rise of deepfake technology, with traditional
techniques having long been employed in domains
such as entertainment, advertising, and political
propaganda [9]. Traditional media manipulation
typically involves manual or semi-automated editing
techniques, including image splicing, audio dubbing,
morphing, chroma key compositing, and frame-by-
frame video alteration using software tools like Final
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Cut Pro or Adobe Premiere Pro. While such techniques
can produce misleading content, they are labour-
intensive and often detectable through forensic
analysis due to visible inconsistencies, unnatural
transitions, or metadata discrepancies [10].

In contrast, deepfakes represent a fundamental
shift in how digital media is synthesised and
manipulated. Rather than manually editing existing
content, deepfake systems leverage machine learning,
particularly deep generative models, to synthesise
new content that mimics the statistical patterns of
real data. As explained by researchers, these systems
are trained on large datasets of faces, voices, or
movements and learn to generate new, highly realistic
outputs that match the target subject’s appearance,
speech patterns, or expressions. Once trained, such
models can generate fake content without human
intervention, and at scale.

What makes deepfake technology even more
powerful and concerning is not just how realistic it
looks or sounds, but how easy it is to use. Tasks like
face-swapping, lip-syncing, and voice cloning that
once required expert skills can now be done with just
a few clicks, thanks to user-friendly tools like
DeepFacelab and Descript [11]. With these tools, it’s
now possible to make dozens, even hundreds, of fake
videos or voice recordings in just a short time. In the
past, doing that kind of editing would’ve taken hours or
even days [12]. Because it’s so fast and mostly
automatic, deepfakes can be unsafe when people use
them forthe wrong reasons, like spreading false news,
pretending to be someone else, or pulling off online
scams.

Table 2 below shows some of the differences
between older forms of media manipulation and
modern Al-generated deepfakes: As this comparison
makes clear, deepfake technology is not merely a

Table 2. Comparison between traditional media manipulation and deepfake synthesis

Feature Traditional Media Manipulation Deepfake Technology
Editing Method Manual or semi-automated editing using Al-based generative modglllng (e.g., GANs, VAEs,
software tools Diffusion)
Automation Level Low High

Realism .
observation

Required Expertise

Moderate, detectable with trained

Video or audio editing skills

High, often indistinguishable from authentic media

Minimal (via pre-trained models or apps)

Often inconsistent across frames or audio

Temporal Consistency segments

Scalability
Forensic Detectability
gaps

Example Tools
Primary Use Cases (legacy)

Time-intensive, limited to single edits
Easier due to editing artefacts or metadata

Photoshop, Premiere Pro, Audacity
Advertising, film editing, basic hoaxes

Preserves frame-to-frame or waveform consistency
High-volume content generation possible
Difficult due to neural-level content realism

DeepFacelab, FaceSwap, Descript, ElevenLabs
Fraud, misinformation, synthetic media, impersonation
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progression of previous editing techniques, it is a
technological leap that automates and scales
manipulation to levels previously unattainable. The
shift from editing things by hand to using Al to make
content has really changed the way people create and
share media.

Historical evolution and technological milestones

Over the years, deepfake technology has evolved
across different stages. The following subsections
highlight those stages.

Early generative models and face manipulation
(Pre-2015)

Older methods, such as morphing, warping, and
basic image transformations, were mostly used
before deep learning became popular. Those
techniques often take a lot of time, and in most cases,
the results usually don’t look very real. However, we
could see tangible improvements when encoder-
decoder models were introduced. They enable basic
face swaps to occur automatically, but only at low
quality [13].

GAN era and open-source democratisation (2015-
2020)

Fake images and videos have become more
realistic with the advent of tools like GANs and VAEs.
Around this time, applications such as DeepFake,
DeepFacelab, and FaceSwap emerged. Building on
the culture of open-source projects and communities,
many people, both experts and non-experts, began
experimenting with the tools. Even an average person
with  not-so-much technical know-how could
immediately start making faces and videos.

The introduction of NVIDIA’s StyleGAN further
advanced the field, giving users greater control over
customisation.

High-fidelity and multimodal deepfakes (2021-2025)

Recent models such as GANSynth, AudioLM, and
Make-A-Video allow text-guided and cross-modal
generation, opening new avenues in synthetic
journalism, digital avatars, and even crime [14].

Other authors have noted that the combination of
high computational power, growing datasets, and
publicly accessible APIs (e.g., ElevenLabs, D-ID) has
driven the rapid adoption of these technologies across
sectors. As noted by George et.[15], the emergence of
real-time rendering and mobile integration in tools like

DOI: https://doi.org/10.53704/fujnas.v15i1.1135

Fountain Journal of Natural and Applied Sciences 2026; 15(01): 36-49

Zao and Reface signifies the move of deepfakes into
mainstream media consumption.

Modalities of deepfake generation

Figure 1 presents a hierarchical taxonomy of
deepfake generation methods, categorised into three
primary modalities: audio, image, and video. Each one
uses a different kind of Al setup, depending on the
media it’s trying to mimic. Image deepfakes are mostly
about swapping faces, tweaking features, or even
building fake identities from scratch. Audio deepfakes
focus on copying how someone talks, cloning their
voice or generating speech that sounds like them.
Thenthere are video deepfakes, which mix visuals and
audio to alter entire scenes in a highly convincing way.

| Deepfake Generation methods )

. '

( Audio Degpfake ( Image Deepfake|

[
Text-to-Speech Synthesis W

\k\'ideo Deepfake |

( Image-to-Image Synthesis ) H Video manipulation |

r{ Replay-based techniques ) | H{ Atribute Transfer | | Face orbody swapping |
‘\“"’i“ imitation-based techniques | | L{ Style Transfer H Face or body reenactment |
”%‘ -\ Super-resolution | K Lip Syne )
“Voiceconvesion. ) | Inpeinting | L Head and body puppetry |
r{ Sketch-to-image synthesis j H Attribute manipulation |

— Face or body swapping W { Scene editing J

H Text-to-Image Synthesis ) *‘\\'ideo synthesis |

M Text-to-video synthesis |

r{ Image-to-video synthesis |

 Audio-to-video synthesis |

Figure 1. Modalities of deepfake generation with examples [1]

Each category contains specific subtypes based on
the synthesis task. Audio deepfakes can include
turning text into speech, replaying recorded voices, or
cloning or converting someone’s voice. With image
deepfakes, tasks include transforming one image into
another, swapping styles, tweaking features, filling in
missing parts, or even creating images from sketches
or written descriptions. When it comes to video,
deepfakes usually fall into two categories:
manipulation (like face-swapping, changing
expressions, syncing lips to different audio, or editing
scenes) and full video generation (like turning text or
sound into videos). All these categories show just how
advanced and varied deepfake techniques have
become and why they’re so tough to detect or regulate
fairly.
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Image-based deepfakes

Image-based deepfakes focus on tasks such
as swapping faces, altering facial features (e.g.,
expressions), or even creating new faces altogether
[16]. Tools like StyleGAN2 and StyleGAN3 are often
used to generate high-quality fake images that
preserve a person’s identity. As Dantcheva [17] notes,
these techniques aren't just used for fun or art; they're

Input(src) Input(ref)  Output

Sketch-to-image synthesis

Original
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also used in virtual makeup, creative photography,
and even to trick biometric systems.

These tools can create entire identities that
never existed, a phenomenon known as synthetic
identity fraud. Undoubtedly, this poses challenges for
face recognition systems, as Al-generated faces can
bypass verification tools with high accuracy.

> =4
-

- -

e ~,

Source  missing  Output

inting (Face completion)

:\. Source
53
£

Super resolution

Figure 2. Common image-based deepfake generation techniques [1]

Figure 2 illustrates common image-based
deepfake generation techniques, including sketch-to-
image synthesis, face swapping, inpainting (face
completion), style transfer, facial attribute transfer,
and super-resolution. Each example highlights how Al
can manipulate or enhance visual content with a high
degree of realism.

Audio-based deepfakes

Audio deepfakes rely on text-to-speech (TTS)
systems and voice conversion models [18]. Tacotron2,
WaveNet, and FastSpeech2 are commonly used
architectures, often paired with vocoders like MelGAN
or HiFi-GAN. [19] Conducted a comparative study on
deepfake audio detection, revealing that Al-generated
voices can convincingly mimic pitch, intonation, and
even speaker-specific prosody.

e«

Input Voice

«,

¢ Input Voice
Target

speaker -
recording

T

‘ Original
speaker
recording

Imitation
generation
method

v
P e ol
Audio Waveform of
fake voice
Figure 3. A typical
technique [2]

audio-based deepfakes generation
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Figure 3 provides illustrative examples of audio-based
deepfakes, showing how synthesised speech can
mimic a target speaker's vocal characteristics. These
systems use short voice samples to generate speech
that matches the pitch, tone, and cadence of the
original, often making it difficult to distinguish real
from fake. The figure highlights the realism and
potential deceptive power of voice cloning and text-to-
speech models.

Schmitt and Flechais [20] discuss how voice
cloning has been exploited in social engineering
attacks, with adversaries synthesising executive
voices to authorise fraudulent bank transactions.
Zhang et al. [21] also point out that voice
authentication systems are becoming easier to fool,
especially now that deepfake tools can create fake
voices using just a small sample of someone’s real
voice

Video-based deepfakes

Video deepfakes combine whatyou see and hear,
often using techniques such as copying facial
movements, syncing lips to new audio, or even
animating a person’s entire body. Tools like the First
Order Motion Model (FOMM), for example, can take a
still image of someone’s face and make it move by
following the motions from another video. As noted by
Azeezetal.[22], the use of 3D face reconstruction and
optical flow has significantly improved the temporal
consistency of video deepfakes.

Von etal. [23] highlight the role of deep video

portraits and neural head avatars in the
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(b) There is a table by a window with sunlight streaming through illuminating a pile of books.

Figure 4. A video-based deepfake generation instance [2]

creation of synthetic influencers, digital entities
capable of interacting with viewers in real-time using
Al-generated video content.

Figure 4 illustrates video-based deepfakes by
showing Al-generated sequences where visual scenes
evolve over time. In part (a), a dog in a superhero outfit
is animated to fly across the sky, and in part (b),
shifting sunlight animates a pile of books on a table by
a window. These scenes showcase how generative
models can simulate motion and lighting dynamics,
producing highly realistic and coherent video content
frame by frame [24]. This form of deepfake involves
both temporal and spatial manipulation, enhancing
the realism of synthetic videos.

Platforms for enabling deepfake generation
Numerous open-source and commercial

platforms enable deepfake generation. Listed below

are a few of them:

DeepFacelLab — Offers frame-by-frame face

swapping and identity control.

FaceSwap - Built on TensorFlow, widely used for

research and education.

Avatarify — Uses OpenPose and GANs to animate

photos inreal time.

Zao - Chinese app that uses cloud-based face

reenactment.

Descript Overdub — Enables voice editing for

audio content.

ElevenLabs — Offers multilingual voice cloning

with emotion control.

Gamage et al. [25] note that many of these

platforms include ethical disclaimers, but few enforce

active mechanisms to prevent misuse.

Ethical and social implications

The social impact of deepfakes extends across
disinformation, political manipulation, online
harassment, and identity theft. The ease with which
deepfakes can be generated and disseminated poses
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a threat to democratic processes, journalistic
credibility, and the integrity of digital evidence.

Qureshi etal.[26] argue that the challenge lies not
only in detection but also in managing public
perception. Even real content can now be dismissed
as fake, leading to a “liar’s dividend” where bad actors
evade accountability by citing deepfakes.

Even with all the risks, deepfakes can also be
used in helpful ways. For example, in healthcare,
they’re being used to help patients with motor neuron
disease speak again by recreating their voice. In
education, deepfakes can bring history to life by
simulating historical figures or creating avatars that
speak different languages, making learning more
accessible worldwide.

Khalid et al. [27] suggest that if we have the right
ethical guidelines and policies in place, this kind of
synthetic media could really improve how people
interact with technology and make digital tools more
personal and inclusive.

Deepfake generation techniques and real-world
use cases

Deepfakes come in different forms depending on
what they’re trying to do. Some swap faces, some
copy people’s expressions, and others create
completely fake videos or images, sometimes just
tweaking little details to change the meaning. These
tools have opened up new ways to communicate,
learn, and make things more accessible, but they also
bring serious problems. They can be used maliciously,
such as to spread false information, commit identity
theft, and run scams.

Generation tasks and technical mechanisms
Rather than only just classifying deepfakes based
on the subject media type, such as image, audio, or
video, we can also employ a task-based classification
approach. i.e., they get classified based on what they
are trying to do. Many researchers have emphasised
that this kind of task-based approach makes more
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sense when looking at how deepfakes are used in real
situations or how they can be detected. The next
subsections present some of the most common
methods for creating deepfakes.

Face swapping

This means swapping one person’s face with
another’s while keeping the original head position,
lighting, and facial expressions unchanged. Usually,
this is done using encoder-decoder setups, where two
autoencoders are trained separately on two different
faces, and then the decoder from the target face is
combined with the encoder output from the source
face [28]. Popular programs like DeepFacelLab and
FaceSwap use this method, often speeding up
processing with GPUs and adding finishing touches
such as colour correction and blending to make the
swap look more natural [29].

Itis important to note that using specialised loss
functions and image comparison methods helps
ensure that textures appear consistent and that
hidden parts are handled more effectively. Face
swapping is popular in movies and mobile apps, but
it’s also used for harmful things like creating non-
consensual explicit content or pretending to be
someone else to commit fraud [30].

Facial reenactment
Facial reenactment means changing the facial
expressions of someone in a video to match another

person’s expressions or a set of input movements [31].

Unlike face swapping, the person’s identity stays the
same, but features like their expressions, where
they’re looking, or how their mouth moves can be
changed. This is usually done using techniques like
tracking key facial points, 3D face models, or Al
methods such as the First Order Motion Model [32].

People use facial reenactment for tasks such as
dubbing movies in different languages while keeping
lip movements in sync, creating avatars for live video
chats, or even producing fake interviews and
speeches [33].

Face synthesis

Face synthesis involves generating entirely new
identities or images of faces that do not correspond to
real individuals [34]. This is commonly done with
models such as StyleGAN2 and StyleGAN3, which
offer control over facial attributes such as age,
ethnicity, hairstyle, and expression. These models are
trained on large-scale face datasets and can
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interpolate between latent space vectors to produce
novel outputs [35].

Synthetic faces are widely used in privacy-
preserving advertising, virtual influencers, and
simulation training systems. However, they are also
used to create fake social media accounts and bypass
facial authentication systems.

Attribute editing

Attribute editing allows the modification of
specific facial or voice attributes (e.g., adding glasses,
changing hair colour, modifying voice pitch or accent)
while preserving other core features. This task relies
on disentangled latent representations that enable
control over single variables. Conditional GANs and
encoder-decoder transformers are often used in this
context.

Some authors have pointed out that attribute
editing is integrated into user-facing applications such
as Snapchat filters and TikTok’s face effects, but also
underpins tools for manipulating biometric
characteristics in evasion attacks.

Constructive applications

Despite their controversial reputation, deepfakes
are not inherently malicious. For instance, deepfakes
can be utilised in entertainment to bring historical
personalities to life or produce realistic special effects
in films and TV series. Lastly, deepfakes can be
utilised in marketing to produce customised ads or
product demos. It can further be favourably utilised in
the health and education sectors. Their potential in
ethical and innovative applications is well-
documented:

Film and entertainment

Studios increasingly use face swapping and
reenactment to create digital doubles, de-age actors,
or simulate scenes with unavailable cast members. Ali
et al. [36] highlight the adoption of mobile apps like
Reface and Zao, which brought deepfake capabilities
to casual users and short-form content creators.

Education and cultural preservation

Ho et al. [37] document the use of deepfake
avatars in virtual learning environments. These
include historical re-enactments, Al instructors for
multilingual lessons, and interactive teaching tools in
STEM subjects. The ability to customise language, age,
and teaching style enhances accessibility to learning.
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Assistive technology and healthcare

Voice cloning tools help patients with
degenerative diseases (e.g., ALS) recover theirvoice or
communicate using Al-synthesised speech. Almutairi
and Elgibreen [38] describe how high-fidelity voice
synthesis, trained on short samples, now matches
emotional tone and pacing, enabling personalised
speech aids.

Advertising and localisation

Brands use synthetic spokespersons to create
region-specific marketing without hiring local actors.
These avatars can be customised for age, language,
and brand identity while maintaining message
consistency across demographics [39]. This has
proved highly advantageous for actors and
stakeholders in the advertising industry.

Malicious use cases and threat scenarios

The growing accessibility of deepfake tools and
lack of regulatory control have led to a surge in misuse
across the globe:

Non-consensual content and harassment

Duquette [40] reports that one of the earliest uses
of face-swapping technology was in creating fake
explicit videos of celebrities and public figures. These
media are distributed to harass, extort, or discredit
individuals.

Fraud and financial scams

Other researchers highlight voice-cloning fraud in
which attackers simulate a company executive’s
voice to authorise huge financial transfers. These real-
time impersonation scams have affected corporate
and banking sectors, bypassing traditional phone-
based verification systems [41].
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Political disinformation

Mangotra [42] describes fabricated speeches and
doctored campaign videos used to spread false
information during elections. The rapid virality of such
content on social media platforms complicates early
detection and public correction.

Bypassing biometric systems

Face synthesis and attribute editing are used to
generate images that match multiple individuals in
biometric databases. Several authors have identified
this as a key concern for national ID systems, e-
passports, and facial access controls.

Documented case studies
Several real-world cases underscore the societal

implications of deepfake misuse:

a) In2019, a German energy firm reported a case in
which attackers used an Al-generated voice to
impersonate the CEO and fraudulently direct a
€220,000 transfer. This remains a pivotal example
of audio deepfake fraud [43].

b) In 2022, during the Russia-Ukraine conflict, there
was a circulation of a deepfake video showing the
Ukrainian President Zelensky urging surrender.
Though debunked within hours, the video
demonstrated the use of facial reenactment for
wartime propaganda.

¢) Inlndia, atech startup launched a platform where
synthetic avatars delivered online courses in rural
dialects. In 2024, Gupta noted the program’s
success in boosting educational outreach,
although it raised questions about consent and
content traceability [44].

Matrix of use cases across sectors
Table 3 below summarises how these generation
tasks map to applications across various domains:

Table 3: Functional Mapping of Deepfake Tasks to Real-World Sectors

Generation Task

Constructive Use Case

Malicious Use Case

Face Swapping

Multilingual news anchors, virtual

Facial Reenactment

avatars
Synthetic identities for privacy, virtual

Face Synthesis

training
Augmented reality filters, accessibility

Attribute Editing

design

Non-consensual explicit content,

Film dubbing, actor substitution

identity fraud
Fabricated public statements,
political manipulation
Fake social media profiles, facial
spoofing attacks
Circumventing biometric
verification, data poisoning
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Al-based detection of deepfakes: techniques,
performance, and challenges

As deepfake generation techniques grow
increasingly sophisticated and accessible, detecting
synthetic content has become a critical research
priority in digital media forensics. In the past, one
could easily look at an image or video and tell whether
it was fake. However, in recent times, that has become
almost impossible.

Artificial intelligence is now mostly used to help
handle this. Models are trained to notice every little
details not obvious to an average human.

Key categories of Al-based detection techniques

Al-Based deepfake detection can be
categorised into four main categories based on how
the models are built and what they focus on.

Convolutional neural networks (CNNs)

Convolutional Neural Networks, or CNNs, are
often used to detect deepfakes in images and
individual video frames. They operate by analysing
images in layers and then using specialised filters to
flag features such as edges, textures, and unusual
patterns. They are especially good at catching visual
glitches such as uneven blending, skin-texture
problems, or compression artefacts that often occur
when faces are swapped.

Li et al. [45] show that CNNs, when trained on
popular datasets such as FaceForensics++ and
Celeb-DF, can correctly detect deepfakes with a 90%
success rate in controlled settings. They also noted
that various CNN architectures, such as XceptionNet,
EfficientNet, and ResNet, are commonly used for this
type of detection.

Often, these models analyse each video frame
individually and then combine the results to
determine whether the entire clip is real or fake. But a
drawback of CNNs is that they can miss changes that
occur over time, such as unusual movements or
mismatched sounds, so they aren’t as good at
spotting problems that span multiple frames.

Recurrent and temporal models

To overcome the limits of models that can only
process single images or frames, researchers
introduced recurrent neural networks (RNNs) and
their variants, such as long short-term memory (LSTM)
and gated recurrent unit (GRU) networks. These
models are good at understanding sequences, so they
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work better for spotting deepfakes in videos and
speech [46].

Similar temporal models are also used to
detect fake audio by tracking changes in pitch, rhythm,
and tone. These models often analyse spectrograms
or raw audio waveforms that are prepared using
specialised signal-processing methods.

Attention and transformer-based models

Models such as Vision Transformers (ViT) and
Swin Transformers can sometimes outperform
traditional CNNs, especially when they have access to
large amounts of data. They’re better at detecting
various kinds of changes or edits, since they examine
entire images or sequences atonce [47].

Many authors have established that attention
layers are useful for detecting subtle changes in facial
features, such as mismatches around the eyes or
mouth, or a mismatch between someone’s facial
expressions and what they are saying.

Multi-modal detection systems

Some deepfakes combine multiple types of
data—for example, a video with fake audio. Detecting
these kinds of manipulations requires systems that
can handle different types of information
simultaneously. Multimodal detection systems do
exactly that by analysing images, sounds, and
sometimes even text to find inconsistencies across
these modalities.

In his work [48], Francis describes models that
combine image-based and audio-based classifiers.
For example, models that use both Mel-Frequency
Cepstral  Coefficients (MFCC) and log-mel
spectrograms tend to do better at spotting voice
cloning, even across different languages [49].

Some advanced systems go a step further by
combining CNNs, RNNs, and attention layers into one
model. This layered approach helps the system
perform better even when the input media is of poor
quality, like blurry videos or noisy audio [50].

Datasets for training and evaluation
Deepfake detection models require high-quality,
diverse, and labelled datasets for training and
benchmarking [51]. Several datasets have been
instrumentalin advancing Al-based forensic research:
i. FaceForensics++: Over 1,000 real and
manipulated video pairs with  varying
compression levels. Used for face manipulation
detection.
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DFDC (Deepfake Detection Challenge): More
than 100,000 videos representing multiple actors
and manipulation methods. Sponsored by Meta.
Celeb-DF: High-quality deepfake video dataset
with improved realism. Addresses issues of
overfitting on FaceForensics++ and better reflects
real-world scenarios.

ASVspoof: is a dataset made up of both real and
fake speech samples. The fake ones are created
using text-to-speech and voice conversion
techniques. This datasetis often used to train and
test systems for voice cloning detection.
FakeAVCeleb: is a dataset that includes
deepfakes with both audio and video, where the
sound and images are synced up. It’s used to help
train models that analyse multiple data types
simultaneously.

How well Al detection models work usually depends a
lot on the variety and quality of the data they’re trained
on. If a model learns only from a small range of fake
examples or very carefully chosen data, it might
struggle when faced with new or different kinds of
deepfakes in the real world [52].

Performance metrics and comparative results

It is really important to properly test how well Al
deepfake detection systems perform to determine
whether they can be trusted in real-world situations.
Usually, their performance is measured using various
metrics and scores that show how well they can
distinguish real content from fake content. These
measures also help us understand how the system
handles tough cases, such as when videos are
compressed, come from different sources, or are of
poor quality.

Common evaluation metrics

Accuracy: shows the percentage of samples the
system correctly labels out of all the test cases.
While it’s a common way to measure
performance, accuracy can be misleading if the
dataset isn’t balanced or if certain types of
manipulation appear more often than others.
Precision and Recall: Precision tells us how many
of the samples the system marked as
manipulated were actually fake. Recall,
sometimes called sensitivity or the true positive
rate, indicates how many of the actual
manipulated samples the system detected. Both

V. EER
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of these measures are really important,
especially when the cost of missing a fake or of
wrongly flagging something real can vary.

F1 Score: The harmonic mean of precision and
recall, offering a balanced view of a model’s
ability to minimise both types of classification
errors.

AUC (Area Under the ROC Curve): AUC quantifies
the ability of a binary classifier to distinguish
between classes across all threshold settings.
Higher AUC values (closer to 1.0) indicate better
separability.

(Equal Error Rate): Frequently used in
biometric and audio deepfake detection, EER is
the error rate at which the false acceptance rate
equals the false rejection rate. A lower EER
suggests more accurate classification [53].

Empirical performance on benchmark datasets
The empirical results provide a comparative

understanding of how various detection techniques
perform across benchmarks. Table 4 summarises
selected findings from notable studies in video and
audio deepfake detection. These findings reveal
several important trends:

i Models perform significantly better on the
datasets they are trained on, but show degraded
performance on unseen manipulations,
confirming the existence of a generalisation gap.

ii. Temporal models (e.g., CNN-LSTM) are generally

more robust forvideo detection due to their ability
to capture motion-based anomalies such as
unnatural blinking, inconsistent head movements,
or desynchronized lip-sync.

In audio detection, ensemble approaches that
combine spectral and temporal features (e.g.,
MFCCs, log-Mel spectrograms) outperform
single-stream models, particularly in noisy or
adversarial conditions.

Lightweight models like EfficientNet show
promising performance with reduced
computational cost, making them more suitable
for real-time or mobile deployments.

Figure 5 provides a visual summary of the top
performance metrics reported in the selected studies.
It enables a comparative understanding of how
models perform across different modalities and
benchmark datasets.

Table 4. Performance summary of Al-based detection techniques
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Media
Study T Model Type Dataset Accuracy/F1/AUC Notes
ype
A 949 Accuracy drops on
- ccuracy:
[23] Video CNN-LSTM FaceForensics++ (HQ); \1/7?]/ 80‘; compressed/unseen
hybrid ’ 0 data
. Spectrogram Multi-feature input
[28] Audio ASVspoof 2021 F1 Score: 0.92+ .
CNN Ensemble improves robustness
. XceptionNet Lower AUC on lower
[1] Video DFDC, Celeb-DF  Accuracy: 88-91% .
CNN quality samples
High precision on high-
. Celeb-DF, enp . g
[1) Image EfficientNet-B5 AUC: upto 0.98 res; generalisation

FaceForensics++

untested

Performance of Deepfake Detection Techniques by Study and Dataset

Bhattarai et al. (2021)

Khalid et al. (2021)

Almutairi et al. (2022)

Gamage et al. (2021)

0 20 40 60

Top Reported Detection Score (%)

80 100

Figure 5: Comparative performance of selected Al-based
deepfake detection models on benchmark datasets. Values
represent the top reported metric (Accuracy, F1 Score, or AUC)
under optimal testing conditions

Cross-dataset generalisation and performance
drop-off

A key takeaway from deepfake detection research
is that models often struggle with new data types or

manipulation methods they weren’t trained on. For j

example, Seng et al. [54] show that models trained on
DFDC videos performed very well during validation,
with AUC scores above 0.90, but their performance
dropped to 0.78 or lower when tested on videos
subjected to different manipulation techniques.

This issue is especially noticeable in audio
deepfake detection. Some authors have pointed out
that the effectiveness of these models can vary widely
depending on the language, accent, or speaking style
of the people involved. For example, a model trained
on English speakers might performvery well, achieving
high F1 scores, but its accuracy can drop significantly
when tested on Arabic or Mandarin datasets, where
intonation and phrasing differ markedly.

These performance differences show that
although deep learning models can perform very well
in controlled lab environments, using them effectively
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in real-world situations requires training them on
diverse, representative datasets that reflect real-life
conditions.

Concluding observations

After reviewing, a few key thoughts are stated as
follows:
Al-based detection systems can work really well,
buttheir effectiveness heavily depends on factors
like the quality and variety of datasets, the type of
manipulation being tested, and even the
hardware resources used to run them.
Deepfakes are becoming easier and faster to
create, which means our detection systems need
to evolve just as quickly. They have to be
adaptable and ready to handle new, unseen
forms of manipulated content.
There’s a strong need for multi-modal detection
approaches, systems that can simultaneously
analyse images, audio, and video for signs of
manipulation.
Adversarial deepfakes (those designed to trick
detection systems) are a growing concern.
Detection models need to be trained in ways that
make them more resistant to these types of
attacks.
Real-time detection is becoming more important.
It’s not justabout accuracy; it’s also about speed.
We need tools that can catch deepfakes as they
spread, not after the damage is done.
All of these points point to one thing: staying ahead of
deepfakes will take continuous research, smarter
training strategies, and stronger tools that can actually
be deployed in real-world situations.

Current challenges
Generalisation and robustness:

Many of the leading models perform well on
familiar data but lose accuracy when faced with new
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types of deepfakes or videos altered in different ways.
For instance, ensemble models trained on
spectrogram features for audio detection perform
impressively on known spoofing patterns but degrade
significantly under noisy conditions or new attack
types [55].

Dataset limitations:

Most existing benchmarks are constrained by a
limited number of subjects, fixed generation pipelines,
or uniform manipulation quality. In their paper, some
authors have demonstrated that datasets such as
Celeb-DF still fall short of capturing the full spectrum
of demographic diversity, post-processing, and cross-
modal manipulations, leading to biased detection by
disproportionately misclassifying specific ethnicities
or age groups.

Adversarial adaptation:

As detection techniques evolve, so too do
generation methods. Newer architectures, such as
diffusion models and transformers, like StyleGAN3
and GANformer, can learn to evade specific forensic
cues, prompting a cat-and-mouse dynamic between
creators and detectors. This adversarial adaptation
reduces the shelf life of any standalone detector.

Ethical and legal ambiguities

The impact of deepfakes on society is made
worse by the lack of clear rules and regulations in
many places. Although some countries, such as China,
the U.S., and the EU, have begun developing policies
to manage the spread of deepfakes, enforcement
remains inconsistent and often occurs only after
problems arise. Moreover, the line between protected
expression and harmful manipulation remains blurry,
complicating efforts to legislate effectively.

Future research direction
Cross-modal detection

A promising area of future work involves
developing detection frameworks that simultaneously
analyse visual, auditory, and linguistic signals.
Multimodal fusion networks, for instance, can detect
mismatches among facial expressions, vocal tone,
and the meaning of spoken words. This helps these
systems make more reliable decisions when
identifying deepfakes.

Self-supervised and continual learning
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Since labelled deepfake data is expensive and
slow to generate, self-supervised learning offers a
scalable alternative. Models trained on contrastive
representations can detect anomalies without relying
on curated labels. Continual learning methods would
allow detectors to adapt to new attack types without
catastrophic forgetting.

Explainable and transparent forensics

Thereis a growing need for explainable Al in media
forensics, particularly for legal and journalistic
applications. Instead of binary real/fake
classifications, detectors should offer interpretable
rationales (e.g., "inconsistencies in lip
synchronisation" or "frequency domain anomalies") to
aid human verification and court admissibility.

Real-time detection in the wild

As deepfakes move into live-streaming platforms
and real-time communications, there is a technical
push toward Llightweight, on-device detection.
Research into neural network compression,
knowledge distillation, and edge inference will be
instrumental in building deployable solutions.

Future research direction
Watermarking and provenance protocols
Researchers and policymakers increasingly
advocate for built-in watermarking during content
creation. Standards like the Coalition for Content
Provenance and Authenticity (C2PA) aim to ensure
that media origins and modification histories are
traceable. Incorporating metadata signatures into Al-
generated content could complement detection tools.

Public education and digital literacy

One effective way to fight deepfakes is to help
people learn more about digital media. Running public
campaigns, especially for groups who might be more
atrisk, like older adults or political activists, can make
it harder for fake content to be believed and spread.

Platform accountability

Technology companies and content-hosting
platforms must assume greater responsibility. This
approach involves actively filtering out deepfake
content before it spreads, collaborating with research
labs to share information on new threats, and being
clear about how and when fake content is removed.
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Conclusion and final remarks

Deepfakes are artificial intelligence (Al)-
generated audio, video, or image content that can be
extremely lifelike, making it difficult to tell what is real
and what isn't. Because deepfakes can be used to
spread false information, commit identity fraud, and
threaten national security and privacy, identifying
them has become a major concern in digital media
forensics. Frame-by-frame analysis, blink analysis,
edge analysis, error level analysis, and speed analysis
are a few of the popular detection methods.
Convolutional Neural Networks (CNNs), which are
effective at capturing subtle artefacts generated by
deepfake production processes, are one of the Deep
Learning-Based Detection Methods.

Generative Adversarial Networks (GANs), which
are widely used to identify deepfakes by examining the
differences between generated and real content, and
Recurrent Neural Networks (RNNs), which are highly
effective for analysing temporal aspects in videos. Itis
crucial to acknowledge the difficulties with this
method. The most notable of these is the complexity
of deepfakes. This problem makes it harder to identify
deepfakes as deepfake technology develops.
Additionally, the efficacy of deepfake detection
models is hampered by the dearth of extensive
datasets for training and testing.

Lastly, it can be difficult to tell whether a video or
image is real or fake because deepfake detection
techniques often fail to understand its context.
Finally, one important future goal is to develop
methods that provide insights into the decision-
making processes of deepfake detection models. To
improve the accuracy of deepfake detection,
researchers are also focusing on integrating visual,
audio, and other modalities.
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